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A t 	a 	G lance 	

1  Taxonomies of privacy 
2  Emerging Technologies. Some technology examples 

3  Extending the taxonomy 
4  Conclusions 
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Taxonomies  

Popular taxonomies are on privacy infringements and harms, not privacy 
 

 

Solove 2005           Kaspar 2005 
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Figure 1 
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The first group of activities that affect privacy involves information col-
lection.  Surveillance is the watching, listening to, or recording of an indi-
vidual’s activities.  Interrogation consists of various forms of questioning or 
probing for information. 

A second group of activities involves the way information is stored, 
manipulated, and used–-what I refer to collectively as “information process-
ing.”  Aggregation involves the combination of various pieces of data about 
a person.  Identification is linking information to particular individuals.  In-
security involves carelessness in protecting stored information from leaks 
and improper access.  Secondary use is the use of information collected for 
one purpose for a different purpose without the data subject’s consent.  Ex-
clusion concerns the failure to allow the data subject to know about the data 
that others have about her and participate in its handling and use.  These ac-
tivities do not involve the gathering of data, since it has already been col-
lected.  Instead, these activities involve the way data is maintained and used. 
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Taxonomies  

Popular taxonomies do not reflect newer technology developments well: 

 

•  privacy of the person 

•  privacy of personal communications 

•  privacy of personal behaviour 

•  privacy of personal data 

 

(Roger Clarke, 1997 ff.) 
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Chal lenges :  Integrated surve i l lance robots  –  
„cyborg insects“  
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Some new and future  technolog ies  impact ing 
pr ivacy  (1 /3 )  

§  New surveillance technologies 
§  Drones/UAS, Terahertz Scanners 

§  New quality of visual surveillance 
(cladestine, intrusive) 

§  Invade former sanctuarys (garden, home, 
body) 
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Biometr ics :  Not  „Minor i ty  report“ 
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. . .  but  V iewdle  
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Face recogni t ion:  Emot ions ,  Gender ,  Age 
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Pervas ive  surve i l lance:  Not  1984 and „b ig 
brother“ 
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. . .  but  smart  TVs ,  A lexa & Co:  per fect  bugs  
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Some new and future  technolog ies  impact ing 
pr ivacy  (1 /3 )  

§  Second generation biometrics 
§  Soft biometrics, behavioural biometrics 

§  Recognition can take place covertly and from  
distance 

§  High degree of sensitive (and surplus) data  

§  à medical conditions and emotional states 
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Chal lenges :  „Gattaca“. . .  
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. . .  becoming rea l i ty  

Source: Oxford Nanopore  
Technologies 
 
Pricing around 900$ 



© Fraunhofer ISI  

Seite 15 

10
th
	C
on

fe
re
nc
e	
„C
om

pu
te
rs
,	P
riv

ac
y	
an
d	
Da

ta
	P
ro
te
cM
on

“,
	B
ru
ss
el
s,
	2
5-
27
	Ja

nu
ar
y	
20

17
	

Some new and future  technolog ies  impact ing 
pr ivacy  (2 /3 )  

§  Next generation DNA sequencing 
§  On the spot analysis of (whole) genome at  

reasonable price seems feasible in next few years 

§  Richest personal information possible, but still unclear 
what it can reveal (sex, race, predisposition for 
diseases. …)  

§  Information not only about individual but also about 
relatives and descendants 
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Chal lenges :  Neuro-Technolog ies  
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No longer  „Star  Trek“ 
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. . .  but  a  rea l  game contro l le r  

Source: Emotiv Systems 
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Some new and future  technolog ies  impact ing 
pr ivacy  (3 /3 )  

§  Technologies for Human Enhancement 

§  Improving human capabilities (seeing, hearing, mental,  
physical) à medical and military origin 

§  Interfacing Humans and Technology  
(Brain-Computer-Interface) 

§  Experimental development stage 

§  Shifting boundaries: body/technology 

§  Shifting boundaries: Normality 

§  Shifting boundaries: External control 

§  Still debated: Personal data? Medical data 
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Seven 	 types 	of 	pr ivacy 	– 	an 	heur i sMca l ly 	
extended	 taxonomy	

1.  Privacy of the person 

2.  Privacy of personal communication 

3.  Privacy of behaviour and action 

4.  Privacy of (personal) data and image 

5.  Privacy of location and space 

6.  Privacy of thought and feeling 

7.  Privacy of association 
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Pr ivacy  impacts  of  se lected future  
technolog ies  

Technology 
 

 
 
Dimension 

RFID enabled 
travel docu-
ments 

Smart 
surveillance 
technologies 

Second gener-
ation biometrics 

Next gene-
ration DNA 
sequencing 

Human 
enhancement 
technologies 

Short term Short to 
medium term 

Medium term Medium to  
long term 

Long term 

Privacy of data and 
image 

X X X X X 

Privacy of behaviour 
and action 

X X X X X 

Privacy of location and 
space 

X X X X 

Privacy of association X X X 

Privacy of the person X X X X 

Privacy of 
communication 

X X 

Privacy of thought and 
feelings 

X X 
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Summary  

§  Personal data is becoming richer 

§  Directly through new sensors collecting more personal data 

§  Indirectly through intelligent combination of personal data (big data mining, 
profiling, …) 

§  à Associations between individuals and groups become more important 

§  As technologies shift the border between technology and human  

§  Not only bodily integrity (privacy of the person) are impacted but also 

§  Mental states (privacy of thoughts and feelings) 

§  à Rather an ethical than a data protection issue 

 

§  “Seven types of Privacy” took this development into account. 

§  Koops et als.’ typology further extend and systematize this approach 
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Used for  survey  on pr ivacy  percept ion of  
European c i t i zens  (2014)  

How important is it for you to be able to…  Privacy of... 

… know who has information about you?  Data and imgae 

… control who has access to your medical files? Data and image 
Thoughts and feelings 
The person 

…use the Internet anonymously? Behaviour and action 
Location and space 

…make telephone calls without being monitored? communication 

…keep who you vote for in elections private? Behaviour and action 
Thoughts and feelings 

…keep your religious beliefs private? Thoughts and feelings 
association 

…attend a demonstration without being 
monitored? 

Location and space 
association 

…meet with people without being monitored? association 
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